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1. O6wume nonoxeHma u
npuMeHsieMble TeEPMUHbI

1.1. Hactosiwee lNonoxeHne o nopsigke NCNONb30BaHMS
cuctembl «VHTepHeT — baHk iBank2» AKB «AbcontoT
BaHk» (3AO) (manmee no TekcTty — «[llonoxeHuey)
onpegensetr nopsgok obmeHa B 3MEKTPOHHOM BuAe
pacyeTHbIMM U WHBIMA  OOKYMEHTaMu  Mexay
AKLMOHEPHBIM KOMMeEpYeCKNM BaHKoM «ABcontoT baHk»
(3akpbITOE aKLMOoHepHoe obLLeCcTBO) (ganee nNo TeKCTy —
«baHk») n knueHtamn BaHka — usnyeckumMmn nuuamu,
topuanveCcKMMm nmuamum, MHOMBUOYaNbHbIMU
npegnpyHumMaTensMm 1M OU3MYECKMMU  fiMUaMW,
3aHMMaKLWMMNCHA YaCTHOW MPaKTUKOW (danee Mo TeKCTy
— «KnveHT») npu nomowm cuctembl «MHTEpHET — BaHk
iBank2» Ha OCHOBaHWW 3akmtoveHHbIX [oroBopa o
nopsigke obMeHa JOKYMEHTaMu B SMEKTPOHHOM BuAE C
ncnonb3oBaHnem cuctembl «MHTepHeT — BaHk iBank2»,
nnbéo [oroBopa o nopsigke obmMeHa [OKyMEHTamu B
3NEKTPOHHOM BMAE C  UCMNONb30BAaHMEM CUCTEMBI
«UHTepHeT — bBaHk iBank2» (c dwmsnyeckum nmuom)
(oanee no Tekcty — «[JoroBop»).

1.2. TepMmuHbl, NpuMeHsiemMble B [onoxeHun

1.2.1. Cucmema «MHmepHem — baHk iBank2» (panee
no Ttekcty — «Cucrtema») — anekTpoHHas ©GaHkoBckast
cuctema, nossonswowas KrnveHTy € MCnonb3oBaHMEM
rno6anbHON MHMOPMaLMOHHO-TENEKOMMYHMKALMOHHOM
cetn «VHTepHeT» (manee no TekcTy — «UHTepHET»)
nepepgasaTb B baHK B 3neKTPOHHOM Buae pacyeTHble U
WHblE OOKYMEHTbl, OTCreXuBaTb TEKYLUW CTaTyCc 3TUX
OOKYMEHTOB, a Takxe nosiyyaTb M3 baHka BbINUCKKU MO
cyeTam, COOBLLEHNS N UHbIE JOKYMEHTHI.

1.2.2. CocTtasnsatowmmn Cuctembl ABNAKTCA:

- LeHTpanbHbli aboHeHTCkun NyHkT BaHka (ganee no
Tekcty — «UAI BaHka») — cepBep cUCTEMbI
ONCTaHUNOHHOTO H6aHKOBCKOro OOCMyXMBaHWSA, KOTOPbIV
obpabatbiBaeT Bclo nepenaBaemyto KnvmeHtom B BaHk
nHdopmaumio, a Takke pasMmeliaeT Heobxoaumyto
nHcpopmaumo Ha NIHTepHeT-cepBepe Cuctemsl;

- AGoHeHTCKMM nyHKT KnmneHnta - 00OpyooBaHHbIN
nogcucTeEMOn  3aluTbl  MEepPCOHarbHbIN  KOMMbIOTEP
KnneHTta, nogcoefuHeHHbld K WHTEpHeTYy, C KOTOpOro
KnneHT ocywectenseTt paboty B Cucrteme.
ABOHeHTCkMI NYHKT KnneHTta gormkeH 6biTb 06opyaoBaH
nepcoHanbHbIM KOMMbIOTEPOM, OoTBeYaLLnM
cnepywwmm TpeboBaHNSIM:

e LIBETHOW gucnnen nogaepXuBatoLnin paspelleHne ot
800x600 Touek npu WecTHaaUaTMOUTHOM LBETE;

® YCT@HOBMEHHbIN 1 HACTPOeHHbIN NHTepHeT-6paysep ¢
nogaepxkon Java;

e HaCTPOEeHHbIV KaHan goctyna B IHTepHeT.

1.2.3. OnekmpoHHble  OOKYMeHMbI — [OKYMEHTbl, B
KOTOpbIX MHOpMauusi NpeacTaBneHa B 3NEKTPOHHO-
undposom copmarTe.

1. General Provisions and
Applicable Terms

1.1. This Regulation on the Use of Internet — Bank
iBank2 System of Commercial bank “Absolut Bank”
(hereinafter referred to as the “Provisions”) shall define
the procedure of exchange by electronic settlement
and other electronic documents between Absolut Bank
(hereinafter referred to as the “Bank”) and the Bank’s
customers — individuals, legal entities, individual
entrepreneurs and privately practicing individuals
(hereinafter referred to as the “Customer”) using the
Internet — Bank iBank2 System under the Agreement
on the Procedure of Electronic Exchange of
Documents by means of Internet — Bank iBank2
System entered between the Customer and the Bank
or the Agreement on the Procedure of Electronic
Exchange of Documents by means of Internet — Bank
iBank2 System entered between the Customer (an
individual) and the Bank (hereinafter referred to as the
“Agreement”).

1.2. Terms Used in the Provisions

1.2.1. The Internet — Bank iBank 2 System (hereinafter
referred to as the “System”) — an electronic banking
system which allows the Customer to use the Internet,
a global information and telecommunications system,
to transfer settlement and other documents in the
electronic form to the Bank, monitor the current status
of these documents and receive account statements,
messages and other documents from the Bank.

1.2.2. The System’s components include:

- Central subscriber terminal of the Bank (hereinafter
referred to as the “CST of the Bank”) — a remote
banking server which will process all information
transferred by the Customer to the Bank and also post
the necessary information to the Internet server of the
System;

- User terminal of the Customer — a personal
workstation of the Customer equipped with a data
protection sub-system and connected to the Internet,
which the Customer will use to work in the System.

The user terminal of the Customer should be based on
a workstation meeting the following requirements:

e 16-bit color display supporting minimum screen
resolution of 800x600;

e installed and customized Internet browser with Java
support;

e customized Internet access channel.

1.2.3. Electronic documents — documents presenting
information in an electronic digital format.
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1.2.3.1. PacyemHbill  371EKMPOHHbIO ~ OOKYMEeHm  —
pacyeTHbIN JOKYMEHT B 3NEKTPOHHOM BuAe, CO3AaHHbIN
KnvueHTtom B Cructeme 1 ohopMneHHbI B COOTBETCTBUU
c TpeboBaHMAMWM OENCTBYIOLErO 3akoHoZaTenbCcTBa
Po.

1.2.3.2. HOU 3nekmpoHHbIU  doKyMeHm — nobon
OOKYMEHT B 9NIEKTPOHHOM BMWAE, KPOME pacyeTHOro,
co3gaHHbIn KnueHtom nnm bankom B Cucteme.

1.2.4. 341 — 3neKkTpoHHO-uudpoBas MNOAMUCL -
PEKBU3UT SMEKTPOHHOrO [AOKyMeHTa, fobaBnaembi K
ONEeKTPOHHOMY [OOKYMEHTY, NOMyYeHHbI B pesynbTate
KpunTtorpacdumyeckoro npeobpasoBaHus MHOpPMaLmK,
KOTOpbIN  MO3BONAET  nonyyatento  ONEeKTPOHHOro
OOKYMeHTa YOOCTOBEPUTBCA B €ro aBTOpCTBE U
HEM3MEHHOCTM €ro CcoAepXaHusi, B TOM u4ucre B
OTCYTCTBUM MNOAAENKN WU UCKaXKEHUst ONEKTPOHHOro
OOKYMEHTa CO CTOPOHbI Monydartens unu TpeTbux nu.
Mpoueaypbl co3gaHus wn nposepkn 3L Ha Oase
acMMMETPUYHOIrO  KpunTorpadmnyeckoro anroputma c
NpUMEHEHNEM (PYHKLMM X3LIMPOBAHUSA BbINOSIHEHbI B
cooTtBeTcTBMU C TpeboaHusmu TOCT P 34.10-94 wu
FOCT P 34.11-94.

1.2.5. Koy UM (panee — «Kno4y») — KOHKpeTHoe

CEeKpeTHOe  COCTOSIHME  HEKOTOpbIX  MapamMeTpoB
anropuTMa  Kpuntorpacduyeckoro  npeobpasoBaHus
JaHHbIX, obecneyvBatoLlee BbIGOp ogHoro

npeobpa3oBaHusi K3 COBOKYMHOCTU BCEX BO3MOXHbIX
Ans JaHHOro anropmMTMa npeobpasoBaHuii.

Krno4 cocToMT M3 OTKPLITOrO W 3aKpbITOro KI4en,
KOTOpble CBSA3aHbl Mexgy cobon ¢ nomoLlblo 0coboro
MaTemMaTU4eCKOro COOTHOLLEHMS.

1.2.5.1. Omkpbimbit Kiod LM — kpunTorpaduyecknin
KMoY  (yHUMKanbHas MoOCnegoBaTenbHOCTb CUMBOMOB,
COOTBETCTBYIOLWAA 3aKkpbiToMy kniovy OLIM), n3secTHbIn
nomvmo Bnagenbua knoua Apyrvm  Mosfib3oBaTensM
CucteMbl M NpefHasHayeHHbld  And  NpoBEpKM
nognmHHoctn JUIM. OTkpbiTbin kntod AL nossonser
YCTaHOBUTb aBTOPCTBO W HEU3MEHHOCTb COAEpXaHus
ONEKTPOHHOro AOKYMEHTa, HO He NO3BONSAET BbIYUCIUTD
3akpbITbin ktod SUIM. OTkpbITein KMod SN cumTaetcs
npuHagnexawum KrveHty, ecnu Takoh kv Obin
3aperncTpupoBaH B KaTarnore oTKpbITbIX Kntoven LieHTpa
permctpaumm knoyewn (ganee no tekcty «L|PK») BaHka B
COOTBETCTBMU C NMOPSIAKOM, YCTAHOBMEHHbLIM B pa3sgene
2 MNMonoxeHwns (3aperncTpnpoBaHHbin knoy SLIM).

1.2.5.2. Sakpbimbili kod SUI — xpunTtorpadguyeckin
KoY (yHMKanbHasi nocriegoBaTeNnbHOCTb CMMBOJSIOB),
M3BECTHbIN Tonbko Bragenbuy knoya (KnueHty wunu
BbaHKy COOTBETCTBEHHO) M XpaHuMmbIA Bnagenbuem B
TanHe. 3akpblThin kmod  JUIM  ucnonb3dyetca Ans
dopmumpoaHms L.

1.2.6. Kamanoe omkpbimbix kmodeld O3UI — 6asa
daHHbIX BaHka, anemeHTamMyn KOTOPOW SABRAIOTCA:
HavmeHoBaHus/ ®.N.0. KnueHToB - nonb3oBaTenen
Cuctembl, gewcTByloMe OTKpbITble  kroun  OLUI
KnveHToB 1 naeHTUgumkaTopbl OTKPbITbIX Knoven ILIM

1.2.3.1. Electronic payment document — a settlement
document in an electronic form created by the
Customer in the System and executed in accordance
with requirements of the laws and regulations of the
Russian Federation currently in force.

1.2.3.2. Other electronic document — any document in
an electronic form (except a payment document)
created by the Customer or the Bank in the System.

1.2.4. EDS - electronic digital signature — a requisite of
an electronic document to be added to the Electronic
Document as a result of encryption transformation of
the information which allows the recipient of the
Electronic Document to identify the document’s drafter
(authorship) and ensures the integrity of its contents,
including protection against fraud or distortion of the
Electronic Document by the recipient or any third party.
The procedures for creation and authentication of EDS
based on an asymmetric encryption algorithm using the
hash function are implemented in accordance with
requirements of GOST R 34.10-94 and GOST
R 34.11-94.

1.2.5. EDS key (hereinafter referred to as the “Key”) —
a specific secret status of certain parameters of the
data encryption algorithm which ensures selection of
one transformation from a set of all transformations
possible under this algorithm.

The Key includes a public (open) key and a private
(closed) key which are interrelated by way of a specific
mathematical ratio.

1.2.5.1. Public EDS Key / Open EDS Key - an
encryption key (a unique sequence of symbols
corresponding to a private EDS key) which, apart from
the Key Owner, is known to other users of the System
and designed to authenticate an EDS. A public EDS
key allows to identify the drafter and ensure the
integrity of contents of an Electronic Document but
does not allow to derive a private EDS key. A public
EDS key is deemed to be owned by the Customer
where such key has been registered in a public key
catalog of the Key Registration Center (hereinafter
referred to as the “KRC”) of the Bank under a
procedure established by Section 2 of these Provisions
(The Registered EDS Key).

1.2.5.2. Private EDS Key / Closed EDS Key — an
encryption key (a unique sequence of symbols) known
only to the Key Owner (the Customer or the Bank,
respectively) and held confidential by the Owner. A
private EDS key is used to generate an EDS.

1.2.6. Catalog of Public EDS Keys — a database of the
Bank including business/family names of Customers
who are the System users, effective public EDS keys of
Customers and identifications of public EDS keys of
Customers.
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KnuneHToB.

1.2.7. Cepmucbukam omkpbimoz2o Kmoda OUIN -
OOKYMEHT, cogepXawun uHpopmauuio o6 OTKpbITOM
kntoye QUIT KnuneHTta: cobcTBEHHO OTKPbITLIN Koy QLM
n ero ngeHtudmkartop.

CepTtndukatbl oTKpbITOro kntova SUIM ogopmnatoTes no
¢dopme, ykaszaHHon B [NpunoxeHun Ne 1 k MNonoxeHuto,
nognuceiBatotcsd KnueHtom (YNorHOMOYEHHBIM JTULLOM
KnueHTa) n 3aBepstoTca ero nedarbio (Npy Hammymm).
Mo ogHoMy ak3eMnnspy cepTudmkaTa OTKPbITOro Kroya
OUm xpanutca B baHke n y KnuenTa.

1.2.8. Komnpomemauus Krro4a — cobbiTue, CBSI3aHHOE C
yTpaTton JoBepus K TOMY, YTO MCMOMb3yeMble KMouu
obecneynBaloT BO3MOXHOCTb YCTAHOBMEHUSI aBTOPCTBaA
" HEN3MEHHOCTU coaepxaHus OnNeKTPOHHOro
AokymeHTa. K Takum cobbiTMsIM OTHOCATCS B TOM YUCHIE:
— yTpaTa HocuTenen niopmanmm ¢ Kniodamu;

—yTpata HocuTenem wuHdopmauum C Knwodamu C
nocnenyowmmMm obHapyXeHnewM;

— YBOMbHEHNE  COTPYAHWKOB KnneHTa-topngn4eckoro
nuua, UMeBLUNX AOCTYN K 3aKPbITbIM KItovam,

N UHble COBbITUSA, B pe3ynbTaTe KOTOPbIX UCMONb3yeMbIN
KN4 B UENoM unM ero 4actb (OTKpbITbIN  NMBO
3aKpbITbIN KIHOYM) MOTYT CTaTbh M3BECTHbI UM OOCTYMHbI
TPETbUM NULAM, HE YNOSTHOMOYEHHbBIM Ha NONb30BaHWe
nmn.

1.2.9. BriokuposoyHoe cr1080 - CnoBo, koTopoe KnueHt
yKasblBaeT Nnpu nepBoHavyansHoOW permcTpaumm Ha cante
BaHka, 3anomvHaeT M ucnonb3yeT B KayecTBe napons
npu obpalieHnmn no TenedoHy B baHk Ans BpeMeHHOro
6rokMpoBaHus pabotbl KnueHta B Cucteme B cnydvae
koMmnpomeTauun krtoda L.

1.2.10. USB-mokeH «iBank 2 Key» — annapatHoe USB-
YCTPOMNCTBO reHepauum w XpaHeHus knwoden LM,
coctosiee u3 PC/SC-coBmectumoro USB-kapTpugepa
n SIM-kapTbl, B KOTOPOI peann3oBaHbl BCE POCCUNCKME
KpUNTOANropuTMbl U MMeeTCs 3alluuieHHasi obnacTb
namAaATy, MNO3BONAOLWAS XpPaHUTb A0 64-X CeKpeTHbIX
kntoden JUIT.

1.2.11. Cmamyc OnekmpoHHO20 OOKymMeHma —
COCTOSIHME JMNEKTPOHHOro AOKymMeHTa B 0a3e OaHHbIX
LIAM BbaHka, OOHO3HA4YHO COOTBETCTBYIOLLEE CTaguu
obpaboTkn gokymeHTa B BaHke.

1.2.12. MlHcmpykyusi Ha nposedeHue ofnepauyuu ¢
OnekmpoHHbIM OOKYyMEeHmMOM — KOMaHAa, mnocbinaemas
KnueHtom no Cwucteme Ona uU3MeHeHWs cTaTyca
OnNeKTPOHHOro JOKYMEHTA.

1.2.13 Cobbimusi 8 cucmeme «MHmepHem-baHk» (unu

«Cobbimusi») - aBTomMaTtnyeckoe OGHOBNEHME
poctynHon  Knventy  uHdopmaumm B Cucteme
«MHTepHeTr — bBaHk iBank2», «koTtopoe nosBonseT

KnveHTy nomnyyaTb onepaTuMBHblE YBEOOMIIEHUS B

cooTBeTCTBUM C nyHktamm 1.2.13.1 un 1.213.2
lNonoxeHus:
1.2.13.1 pgna KnueHToB — opyaudeckux — nuu,

1.2.7. Certificate of a public EDS key — a document
containing information on the public EDS key of a
Customer: the public EDS key itself and the
identification thereof.

Certificates of public EDS keys shall be documented in
a form specified in Annex No. 1 to the Provisions,
signed by the Customer (an authorized representative
of the Customer) and sealed with its seal (if any). The
Bank and the Customer shall each store one certificate
of a public EDS key.

1.2.8. Key compromise — an event related to a loss of
confidence that the used keys allow to identify the
drafter and ensure the integrity of an Electronic
Document. These events shall include, in particular:

— loss of data carriers containing the keys;

—loss of data carriers containing the keys which were
subsequently recovered;

— dismissal of employees of a corporate Customer who
had access to private keys,

and other events as a result of which the used key may
fully or partially (the public or private key) become
known or available to any third party not authorized to
use these keys.

1.2.9. Lock word — a word specified by the Customer at
the time of the original registration in the website of the
Bank, which he should remember and use as a
password when requesting the Bank by phone to
temporarily block the Customer’s operations in the
System in the event of an EDS key compromise.

1.2.10. USB-token “iBank 2 Key” — a hardware USB
device for generation and storage of EDS keys,
consisiting of a PC/SC-compatible USB card reader
and a SIM-card which comprises all the Russian
cryptoalgorythms and has a protected memory area
allowing to store up to 64 secret EDS keys.

1.2.11. Status of an Electronic Document — status of an
Electronic Document in the database of the Bank’s
CST which directly corresponds to the document’s
processing stage at the Bank.

1.2.12. Electronic Document transaction instruction — a
command sent by the Customer via the System to
change the status of an Electronic Document.

1.2.13 Events in the system ‘Internet-Bank” (or
“Events”) — automatic updating of information available
to Client in the System “Internet-Bank iBank2”, which
allows Client to receive timely notifications in
compliance with clauses 1.2.13.1 and 1.2.13.2 of the
Regulations:

1.2.13.1 For Clients being legal entities, individual
entrepreneurs and individuals engaged in private

5
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WHOUBMAYANbHbLIX MpeanpuHUMaTenen un U3NYeckux
Ny,  3aHUMalLWNXCA YacTHOW MNPaKTUKOW OOCTYMHO
nHpopmmpoBaHue no CobbITuaM:

e Bxopg B cuctemy

e O noctynneHun B 6aHK JOKyMeHTa
o OTBepxeHMe OOKYMeEHTa

e Bxopgsaume 6baHkoBCKMe nucbmMa

e [IBKeHne CpeacTB Mo cyeTy

e O TeKywux octatkax

e Beinucka no cuety

1.2.13.2  ana KnueHToB — hmanyeckux nuy, 4OCTYMHO
nHdopmmpoBaHue no CobbITuaM:

e Bxopg B cuctemy
e Bxopsune 6GaHKOBCKME NUCbMa
e [lBmKeHune cpeacTB Mo cyeTy

1.2.14. UHgpopmuposaHue o Cobbimusix 8 cucmeme —
aBTOMaTuyeckasi oTnpaBka KnveHTy coobweHns o
CobbiTun B Cucteme «WHTepHeT — baHk iBank2», B
cootBeTcTBMM € N.1.2.13 TlonoxeHusi. OTnpaeka
COODLLEHUA MOXET OCYLLECTBNATLCA MO 3NIEKTPOHHON
noyTte u/unn Ha MOBUNbHLINA TENEQOH.

1.2.15. Bnadeney K/roya aur Knuenma -
ynonHomoyeHHoe nuuo KnneHTa, ocylwecTBhsiowee ot
nmeHn KnveHta paboty B Cucteme, Ha UMSA KOTOPOro
odopmneH CeptudumkaT OTKpbITOro knoya OUIM, un
KOTopoe Bnageer COOTBETCTBYHOLMM  3aKPbITbIM
knoyom SLMT.

Ona KnneHtoB — cdmsnyecknx nuy, Bnagenbuem knwova
QUM moxeT ObITb TONbKO cam KnneHT.

Bnapgeneu kntoua SUIM gomkeH oTBevyaTb crneayloLlwmnm
TpeboBaHusM:

- obrnagaeT NnpaBoM NOAMUCU PacHeTHbIX JOKYMEHTOB,

- yKasaH B KapTouyke ¢ obpasuamu noanucen n oTTncka
neyatn Knuexra.

Ecnu B gencreylowen kapToyke ¢ obpasuamu noanucemn
M OTTMCKA NevaTu ykasaHbl nvua, obrnagatowme BTOPOn
nognuceto, TO BrnagenbueB knoden 3L KnveHTta
OOJDKHO ObITb HE MeHee OBYX — MO OAHOMY C NepBOW 1
BTOPOW rpynnou Noanucuy.

Kaxgbin Bnapgeneu knioya OUIM  KnuenTta, moxet
ABMNATLCS BnagernbLem He bonee OfiHOTO
Jewncteytollero knoya SUIM nepson unmn BTOpoK rpynnbl
nognucu aaHHoro Knvexra.

1.2.15.1. dyHkumu Bnagenbues knoven UMM KnuenTa:
— 3aBepeHVe OJMNeKTPOHHbIX AokymMeHToB JUI npwu
NMOMOLLIN KINHOYEN;

— OTBETCTBEHHOE XPaAHEHME KITYen;

— CBOEBpeEMEHHOe u3BelleHMe baHka o
KOMNpoMeTaLnn KIoyen;

— KOHTponb 3a cobntogeHnem KnueHtom npu pabote ¢
Ab6oHeHTCKOro  nyHkTa  KnueHta  yCTaHOBMEHHbIX
npouenyp pabotel B Cucrteme;

cryyasix

practice, informing about the listed below Events is
available, and namely:

e Access to the system

e About document coming to the Bank
e Document rejection

e Incoming bank letters

e Funds movement on account

e About current balances

e Statement of account

1.2.13.2 For Clients being individuals informing
about the listed below Events is available, and namely:

e Access to the system
e Incoming bank letters
e Funds movement on account

1.2.14. Informing about Events in the system -
automatic sending of message to Client about Event in
the System “Internet-Bank iBank2”, in compliance with
clause 1.2.13 of the Regulations. Messages may be
sent via electronic mail and/or to mobile phone.

1.2.15. Customer EDS key owner — an authorized
representative of the Customer who performs
operations in the System on behalf of the Customer, in
whose name the Certificate of the public EDS key is
issued, and who owns the respective private EDS key.

For individuals — a EDS key owner can only be the
client himself.

The EDS key owner should meet the following
requirements:

- have the right of signature in respect of payment
documents,

- be specified in the Customer's card containing
samples of signatures and seal prints.

If the effective signature sample card contains
signatures of persons having the right of the second
signature, there should be at least two Customer EDS
key owners — one having the first and one having the
second signature right.

Any EDS key owner of the client can be an owner of
not more than one active EDS key of the first or second
signature group of this particular client.

1.2.15.1. The functions of Customer EDS Key Owners
shall include the following:

— certifying Electronic Documents using EDS keys;

— custody of (storing) EDS keys;

—timely advice to the Bank of the keys being
compromised,

—control of compliance by the Customer with the
established operation procedures of the System when
using the Customer’s user terminal;
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— KOHTPOJ1b 32 CBOEBPEMEHHOCTLI) OBHOBMNEHMS KIOYEN
no TtpeboBaHuto baHka; — opraHusauusi perynspHbIX
ceaHcoB cBsA3n ¢ baHkoM (He pexe ogHoro pasa B
Hepen) Ans CBOEBPEMEHHOro nonydveHust u3 baHka
BbIMUCOK W CHyXeOHbIX COOOLLEHUA, a Tawkke WHOW

WHopmaumMn, B TM. O TEKylWleM  COCTOSHUK
ONEeKTPOHHbIX JOKYMEHTOB;

— ocyLecTBreHne perynsipHoro npocmoTpa
koppecnoHaeHuun B Cucteme.

1.3.01 wumeHn baHka paboty B  Cucreme
OCYLLECTBSAOT:

— AgmuHuctpatop LIPK BaHka;
— Agmunnctpatop LLAI BaHka.

1.4. KnneHt — topmnanyeckoe nuuo, usndeckoe nuuo,
3aHMMaloLleecsl YacTHOM MNPaKTUKOW, WHAMBWUAYaSbHbIN
npegnpvHumaTtenb, BApaBe OrpaHMyYnTb cnucok IP
agpecoB, ¢ kKoTopbix KnvueHToMm OyaeT ocylecTBnATbCS
poctyn Kk Cwucrteme, nytem 3aknodeHuss ¢ bBaHkom
CornaweHuss o6 IP  dwunbtpaumm no  dopme
MpunoxeHusa Ne 2 k lNMonoxeHuto.

2. Mpoueaypa reHepauum Knoyen n
AEeNCTBNA NPpU NX KoOMNpomMeTauum

2.1.Mpouecc reHepauun KIHOYEN OCYLLECTBNAETCS
KrnveHTOM Ha nepcoHanbHOM KomnbioTepe KrnveHTa c
ucnonb3osavvem USB-mokeHa «iBank 2 Key»..
MonyyeHHble B Xxode reHepauun  cepTUdUKaTh
OTKPbITLIX Kntoden OUIM KnueHTa nognucbiBatoTcs
nepepatotcst KnmeHtom B BaHk Ha GymaxkHOM HocuTene.

2.2. Peructpaumsa oTkpbiTbix kntoden OUI KnuveHTta B
KaTanore OTKPbITbIX Knroven ocyLliecTBnsaerca
AaomuHuctpaTtopom LIPK BaHka He nosgHee, yem Ha
cnegywowmn pabounn geHb nocne nepegayn KnneHtom
B BaHK nognuncaHHbIX cepTUUKATOB OTKPbITLIX KIOYen
aun, npu ycnosum cobnogeHus KnmeHtom tpeboBaHmm
n.1.2.15 TlonoxeHnsa ©n KOPPEKTHOro 3arofIHEHUS
cepTnnKaToB.

2.3. [naHoBasi mepereHepauus Knw4vern nponsBoguTca
No UCTEYEeHUM CpoKa OeWCTBMS Krda cornacHo n.3.1.
MonoxeHns wnnu no nHuymnatmee nodon na CTopoH.

2.4. Ecnn nraHosas nepereHepauus Kroyen
npousBoguTca no uHuumatuee baHka, BaHk o06sa3aH
npovHgopmupoBatb 06 atom KnuveHta no Cucrteme 3a
OofHYy Hefento o npegnonaraemonm natbl
nepereHepauun. C ykasaHHon BaHkom JaTbl npexHue
kntoum KnueHTta cuntarTca HeenCTBUTENbHbIMU.

2.5. Ecnn nnaHosas nepereHepauus Krnoyen
npoussoguTcd no nHnumatuee Knnenta, KnueHT o6s3aH
npovHgopmmpoBaTtb 06 3Tom baHk no Cucrteme 3a ogHy
Hedemn [O mnpenonaraemMon AdaTbl NepereHepauumn.
Mpn aToM npexHue koYM KnueHTa HesaBUCMMO OT

— control of timely update of the keys upon request of
the Bank;

— organization of regular communication sessions with
the Bank (at least once a week) for the purpose of
timely receipt of statements and service messages as
well as other information (including as may be related
to the current status of Electronic Documents) from the
Bank;

— regular review of messages in the System.

1.3. The following persons shall work in the System on
behalf of the Bank:

— KRC Administrator of the Bank;

— CST Administrator of the Bank.

1.4. A corporate customer, privately practicing
individual, individual entrepreneur shall have the right
to restrict the list of IP-addresses to be used by the
Customer for accessing the System by way of an IP-
Filtration Agreement to be entered with the Bank in the
form specified in Annex No. 2 to these Provisions.

2. Key Generation and Key
Compromise Procedures

2.1. The process of key generation shall be performed
by the Customer on the Customer’s workstation using
USB-token “iBank 2 Key”. Certificates of public keys of
the Customer’s EDS shall be signed and delivered by
the Customer to the Bank in a hard copy.

2.2. Public keys of the Customer EDS shall be
registered with the Public Key Catalog by the KRC
Administrator of the Bank not later than the next
business day following the delivery of the signed public
EDS key certificates by the Customer to the Bank
provided, however, that the Customer has complied
with requirements of clause 1.2.15 of the Provisions
and has correctly completed the certificates.

2.3. A scheduled re-generation of keys shall be
performed upon expiry of the effective term of the key
in accordance with requirements of clause 3.1 of these
Provisions or upon the initiative of any of the Parties.

2.4. If the Bank has initiated a scheduled re-generation
of keys the Bank shall advise the Customer accordingly
via the System one week before the proposed re-
generation date. Previous keys of the Customer shall
be deemed void from the date specified by the Bank.

2.5.If the Customer has initiated a scheduled re-
generation of keys the Customer shall advise the Bank
accordingly via the System one week before the
proposed re-generation date. In this case, previous
keys of the Customer shall be deemed void from the
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dhakTa nepereHepaLnm CYNTaOTCA HEAENCTBUTENbHBIMMA
Cc AaTbl n BpemMeHu!, YKa3aHHbIX KnuenTtom B
COOTBETCTBYIOLLIEM COOBLLEHMMN.

2.6. MNpn komnpomeTaumm knwoda KnveHT HemenneHHo
coobuwaeTr o6 atom AamuHuctpatopy LIPK Badka (c
y4eTOM YCTaHOBMEHHOrO pexuma paboTtel - C
noHegenbHMka no natHmgy ¢ 8-00 4 go 19-00 y
MOCKOBCKOIrO BPEMEHMW):

- npu nudHom sBke KnueHta (ynONMHOMOYEHHOro
npeacraBuTens KnunenTta) B BaHnk nyrem
npegocTaBneHns NMMNCbMEHHOro coobLeHuns,
3aBEPEHHOr0  NOAMUCAMMU  YMOFTHOMOYEHHbLIX Nl 1
OTTUCKOM Nevyatu (NpM Hanuyuu), YyKasaHHbIMU B
KapTouke, unu

- no TenedoHy, ucnonb3dys GNOKMPOBOYHOE CIOBO, C
nocrnegywwum npegoctasneHneMm B baHk nMcbMeHHOro
COO0DbLLEHUNS, 32aBEPEHHOIO MOANMNCAMU YMONTHOMOYEHHbIX
nnLY 1 OTTUCKOM MneyaTtu (Mpy Hanuymu), ykasaHHbIMW B
KapTouKe.

LIPK BaHka cukcupyeT dakT KomnpomeTauuun Krnoya, u
BaHk BpemeHHO 6nokmpyeTt paboty Knnenta B Cucteme.
Mo nucbmeHHoMy TpeboBaHuio KnveHTa, 3aBepeHHOMY
NOANUCAMW YNOMHOMOYEHHbIX MWL U OTTUCKOM nevaTu
(Mpn  Hanuuuu), ykasaHHbIMM B KapTouke, baHk
OTMEHsieT  ucnonHeHve  PacyeTHbiX  3MNEeKTPOHHbIX
OOKYMEHTOB, MPUHSATBIX K WCMOSIHEHWIO OO0 MOMEHTa
NOCTYNEHNst 3asiBNEHMS O KOMNpoMeTaumu, ecnu baHk
NMeeT TEXHOMOMMYECKYI0 BO3MOXHOCTb Takoh OTMEHbI.
MepereHepauua knwodven npoumssogutcsa KnveHtom B
cooTBeTCcTBUM C .M. 2.1., 2.2. NonoxeHus.

2.7. baHk BnpaBe O6nokvpoBaTb paboTy KnueHTa B
Cncteme npu HanmMuuuM NOJO3PEHMI B KOMMpoMeTaumm
knoya Knmnenta 6e3  yBegomneHuss  nocnegHero.
Boso6HoBneHne pabotbl KnveHTa npoucxoguT nocne
nepereHepauun Kniova B cootBeTcTBUM € n.n. 2.1, 2.2.
lMonoxeHus.

2.8. UckntoveHne oTkpbITbiX kntoden IUIM KnneHta us
KaTtanora oTkpbITbix kntoden LIPK BaHka npounssoautcs
Ha OCHOBaHUWM npekpaleHua pgencteua [orosopa, a
Takke B Cny4asx nepereHepauum KInoyen.

2.9.lMocne MCKMYEHUss  OTKPbITbIX  Krtoden  OLUM
KnveHTa n3 Katanora oTkpbiThbix kntoven LIPK BaHka
cepTndukaTtbl  OTKPbITBIX  kmover UM KnueHta
xpaHaTca B baHke He meHee naTu ner.

3. CpoKk aencTBUA Knroveu

3.1. Cpok gencteus kntoda LM onpegenseTcs cpokom
nonHoMmoun  Bnagenbua  KAw4a — pacnopsaxaTbes
cpeacTBaMu Ha cyeTe KnneHTa ¢ npaBoM NepBOW Wnuv
BTOPOW noAanucu, Ho He npesbiwaeT 1 (OguH) rog ¢
AaTbl Ha4Yana A4encTBus Koya.

3.2. baHk yBegomnsgeT Bnagenbua knoda o
NpeacTosiLeM UCTEYEeHWM Cpoka AEeWCTBMSA  KIoya Mo
Cucteme 30 kaneHgapHbIX OHeW OO0 AaTbl OKOHYaHUA

date and time specified by the Customer in the relevant
notice, irrespective of whether re-generation was
effected or not.

2.6.If a key has been compromised, the Customer
shall promptly advise the KRC Administrator of the
Bank accordingly (taking into account the established
business hours from 8 a.m. to 7 p.m. Moscow time,
Monday through Friday):

- if the Customer (an authorized representative of the
Customer) has personally delivered a notice in writing
certified by signatures of authorized persons and seal
prints (if any) specified in the sample card,

- via phone using the lock word with further delivering
to the Bank of a written notice certified by the
signatures of authorized representatives and the seal
(if any) specified in the sample card.

The KRC of the Bank shall register the fact of a key
compromise, and the Bank shall temporarily block
operations of the Customer in the System.

Upon the Customer's written request approved by
signatures of authorized persons and seal prints (if
any) specified in the sample card, the Bank shall
cancel execution of Electronic Payment Documents
accepted for execution prior to the time of delivery of a
key compromise notice, if the Bank has a technical
ability to carry out such cancellation.

Re-generation of keys shall be performed by the
Customer in accordance with clauses 2.1 and 2.2 of
these Provisions.

2.7. The Bank may block the Customer’s operations in
the System without a notice being served to the latter if
a compromise of the Customer’s key is suspected. The
Customer’s operations shall be resumed after the Key
has been re-generated under clauses 2.1., 2.2 of these
Provisions.

2.8. The Customer’s public EDS keys shall be de-
registered from the Public Key Catalog of the Bank’s
KRC in the event of termination of the Agreement, as
well as in the event of re-generation of keys.

2.9. The Bank shall store the certificates of the
Customer’s public EDS keys for at least five years from
the date they have been de-registered from the Public
Key Catalog of the Bank’s KRC.

3. Effective Term of EDS Keys

3.1. The effective term of an EDS key shall be
determined by the term during which the EDS Key
Owner with the right of the first or second signature is
authorized to dispose of the Customer’s funds but shall
not in any case be more than 1 (one) year from the
start date of the key.

3.2. The Bank shall advise the EDS Key Owner via the
System of the forthcoming expiry of the key term in 30
calendar days prior its expiry.
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cpoka.

3.3. No okoHYaHWMM cpoka AEWCTBMA KMouM noanexar
obsa3aTensHon nepereHepauunu KnueHTtom B
cooTBeTCcTBUM C N.N. 2.1., 2.2. [lonoxeHunsa, npu 3ToM
npexuHue knounm KrnmeHta, MO KOTOPbIM MWCTEK CpPOK
OEWCTBUS, CUYMTAOTCA HeAEWCTBUTENbHbIMU C AaThl,
cnefyoLlen 3a JaTon OKOHYaHUSA Cpoka UX OEeNCTBUS.

4. XpaHeHue U ucnonb3oBaHue
Krnroyen

4.1. Cnocob xpaHeHus KnveHTOM 3akpbITbiX KMYen u
naponewm K Krw4am [OSPKEH WCKM4YaTb WUX yTpaTty M
NCMNomnb30BaHWe HEeYMNorHOMOYEHHbIMU nuuamu. Knnent
065a3yeTCcsi caMOCTOATENbHO 006EeCcneyYnTb COXPaHHOCTb,
HepasrnaweHme W HepacnpocTpaHeHUe  3aKpbITbIX
Krnoyen.

4.2. B UPK BaHka XpaHATCSH TOMbKO OTKPbITbIE KITHO4M
KnueHTa. 3akpbiTble knoun KnueHta TpeTbum nuuam u
BaHKy He M3BECTHbI.

4.3. OTBETCTBEHHOCTb 3a BCE BO3MOXHbIe MOocneacTBus
ncrnonb3oBaHus Kntodei KnveHta HeynonHOMOYEHHbLIMU
nuuamu HeceT KnunenT.

5. NMopspok pabotbl B Cucteme n
CO3[aHUA INEKTPOHHbIX AOKYMEHTOB
KnueHtom

5.1. MHuumatopom nepepaym PacyeTHbIX 3NEeKTPOHHbIX
OOKyMeHTOB B baHk, a Tawkke nonyyeHus oT baHka
WHopmMauun, nepegaHHon no Cucteme, sABnseTcs
Knvent. [Ona nonyyeHns no Cwucteme ot baHka
WHTepecyowen ero uHdopmaumm KnueHt copmupyet
COOTBETCTBYWOLWME VIHTEepHeT-3anpockl, B OTBET Ha

kotopble bBaHk npegocTaBnseTr  3anpallivBaemyio
NMHpopmMaumio.
5.2. KnueHt CaMOCTOATESIbHO ycTaHaBsnvBaeTt

coeguHeHune ¢ NHTepHeT-cepepom CucTembl 1 cneguT
3a noggepxaHweM ceaHca CBS3M BO Bpems paboTbl B
Cucreme.

5.3. lMocne OCYLLLeCTBNEHHON Cucrtemon
naeHTudmrkaumn KnveHta nocrnegHun nosnyvaet JocTyn
k Cucteme 1 Ha4nHaeT paboTy B HEN.

5.4. KnueHT 3anonHseT wnu pegaktupyeT opMbl
OneKTPOHHbIX JOKYMEHTOB B ¢hopmaTte, onpegeneHHoM
B 9KpaHHOW (opme KrimMeHTckon 4actu Cucrtembl, U
3aBepsieT Co3AaHHble JNEKTPOHHbIE AOKYMEHTbI CBOEW
(cBommn)  3UIM. 3L  noagteepxpaeT aBTOPCTBO
co3fgaHHoro B Cucteme OneKTPOHHOTO [OKYMEHTa U
SIBNSAETCA CPEACTBOM TMPOBEPKM HEU3MEHHOCTU €ero
cogepxaHusi, Tak Kak noboe nameHeHme DNEKTPOHHOro

3.3. Upon expiry of the effective term, the keys shall be
subject to mandatory re-generation by the Customer in
accordance with clauses 2.1 and 2.2 of these
Provisions, with the Customer’'s previous keys which
have their effective terms expired to be deemed void
from the date following the date of expiry of their
effective term.

4. Storing and Using EDS Keys

4.1. The Customer shall store private EDS keys and
the passwords to the keys in a way as to prevent their
loss and unauthorized use. Moreover the Customer
shall undertake to ensure the security, non-disclosure
and non-dissemination of private EDS keys.

4.2. The KRC of the Bank shall store only public EDS
keys of the Customer. The Customer’'s private EDS
keys shall be unknown to third parties and the Bank.

4.3. The Customer shall assume responsibility for all
possible consequences of unauthorized use of the
Customer’s EDS keys.

5. Procedure of Operating in the
System and Creation of Electronic
Documents
by the Customer

5.1. Any transfer of Electronic Payment Documents to
the Bank and receipt of information transmitted via the
System from the Bank shall be initiated by the
Customer. In order to receive relevant information from
the Bank via the System, the Customer shall generate
Internet queries in response to which the Bank shall
provide the requested information.

5.2. The Customer himself establishes connection with
the System’s Internet server and monitors the
operation of the communications session while
operating in the System.

5.3. After the System has identified the Customer, the
System shall become accessible to the Customer to
start his operations.

5.4. The Customer shall complete or edit the forms of
Electronic Documents in a format determined on the
screen of the Customer’s part of the System, and shall
authenticate the created Electronic Documents by his
EDS(s). EDS will identify the drafter of an Electronic
Document created in the System and provide a means
for ensuring its integrity since any modification of the
Electronic Document authenticated by EDS will violate

9
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OOKymeHTa nocrie 3aBepeHuss ero OUIM Hapywaet
uenocTHocTb QUIT.

ONEeKTPOHHbIN JOKYMEHT AommkeH ObiTb 3aBepeH OUIT B
CTPOroM COOTBETCTBMM C AEWCTBYHOLLEN KapTOYKOM C
obpasuyamu nognucen n oTTucka nevatu:

- Npy Hanuuuu nuy, obnagawwmx MNpaBoM BTOPOM
noanucu, OOKyMeHT 3aBepsieTcst aAByms QLM - no ogHomn
OUIT 13 nepeor n BTOpPON rpynmnbl Nognucen.

5.5. Cnctema aBTOMaTU4eckn otobpaxaeT cBefeHus o
Tekywiem 9tane obpabotkum KnueHTom w/mnm BaHkom
OnEeKTPOHHOrO [AOKYMEHTa MoCpeacTBOM NPUCBOEHNUS
OnNeKTPOHHOMY [OKYMEHTY OfpefeneHHoro craTyca B
Cuctewme.

Cucrtema npuceanBaeT aﬂeKTPOHHbIM AOOKyMEeHTaM
cnepyrouimne ctaTtychbl:

- «HOBbIi»: NpUCBaMBaeTCs BHOBb CO3[4aHHOMY B
Cucrteme OneKTPOHHOMY JOKYMEHTY;
- «noanucaHy»: npuceanBaeTcs OneKTpoHHOMY

OOKYMEHTY, 3aBepeHHOMY HeOOXOAMMbIM KOMMYECTBOM
aun Knuenta (no ogHom JUIM wn3 kaxgon rpynnbl

noanucen, ykasaHHOW B KapToyke C obpasuyamu
noanucen n oTTucka neyaTu);

- «O0CTaBnEeH»: npuceanBaeTcs OnNeKTpOHHOMY
OOKYMEHTY, yCnewHo npoweguwemy MpoBepKy B
COOTBETCTBUM C N. 6.2. MNonoxeHus;

- «OTBEPrHyT»: npuceanBaeTcs OneKkTpoHHOMY

OOKYMEHTY, He npoluealemMy npoBepky B COOTBETCTBUU
c n. 6.2. NMonoxeHus, NMO0O NocneayLLyo NPOBEPKY NO
npuynHe ero HEeCoOTBETCTBUSA TpeboBaHusM,
YCTaAHOBMEHHbIM  OEeNCTBYIOLUMM  3aKOHOOATENbCTBOM
P® wnn lMonoxeHnem, a Takke B MHbIX CIyyasdx Ha
ycMmoTpeHune baHka;

- «Ha WCMOMHeHuM»: npucBamBaeTcsa PacyeTHomy
3NEeKTPOHHOMY [OOKYMEHTY, Haxoaswemycs Ha 3aTane
ncnonHernusi baHkom;
- «Ha obpaboTke»:
3ANEKTPOHHOMY  JOKYMEHTY,
TpebyeT [AOMNOMHUTENBHOIO
BbaHka;

- «UCMOMHEH»: npuceavBaeTcs PacueTHoMy
3ANEeKTPOHHOMY [OOKYMEHTY - nocrie nonyyeHuss baHkom
BbIMUCKN MO COOTBETCTBYIOLLEMY KOPPECNOHOEHTCKOMY
cyety baHka, nogrteepxgalrollen WUCMNOSHEHWe TaKkoro
OOKYMeHTa, - ecnu nnaTex WCNonHAnNca 4epes
KOPPECMNOHAEHTCKNA CYET, U HEenocpeACcTBEHHO mnocne
OoTpaxeHus gokymeHTa B 6anaHce baHka — ecnu nnaTex
ObIn ncnonHeH BHyTpu baHka.

npuceavBaeTca  PacuyeTHomy
WCNONHEHNEe  KOTOPOro
KOHTpPOMNsi CO CTOPOHbI

5.6. baHk nepepaet KnueHty no Cucteme cnegytouine
BUAbl DNEKTPOHHbLIX JOKYMEHTOB:
- BbINUCKK No cyeTam KnuneHra;
- pacluMpoBKN  NOCTyNNeHnn no cdetam KnueHTta
(kpeauToBblE pacyeTHbIE AOKYMEHThI);
— CMpaBO4YHYO U WHYH WHopmaumo (B TOM 4ucne
dopMbl yyeTa Mo BamnTHbIM OMepauusmM U AOKYMEHThI
noarBepxaatoime onepauumu TOProBoro
(PUHAHCUPOBAHMSA N COENKN HA CPOYHOM PbIHKE).

5.7. Uudopmaumsa, nepepaHHaa BaHkom KnveHTy no

the integrity of EDS.

An Electronic Documents shall be authenticated by
EDS strictly in compliance with the effective sample
card with signatures and seal prints:

- in the event persons have the right of the second
signature, the document shall be certified by two EDSs,
one for the first and one for the second group of
signatures.

5.5. The System shall automatically represent
information on the current status of an Electronic
Document processed by the Customer and/or the Bank
by assigning a specific status to the Electronic
Document in the System.

The System shall assign the following status to
Electronic Documents:

“new”: to be assigned to an Electronic Document
newly created in the System;
- “signed”: to be assigned to en Electronic Document
certified by the necessary number of the Customer’s
EDSs (one EDS for each of the signature groups
specified in the sample card with signatures and seal

prints);
“delivered”: to be assigned to an Electronic
Document that successfully passed the control

procedure in accordance with clause 6.2 of these
Provisions;
- “denied”: to be assigned to an Electronic Document
which has failed to pass the control procedure in
accordance with clause 6.2 of these Provisions, or any
subsequent control procedure because of its non-
compliance with requirements of the effective
legislation of the Russian Federation or these
Provisions or for other reasons at the Bank’s discretion;
- “for execution”: to be assigned to an Electronic
Document, which is being executed by the Bank;
“processing”: to be assigned to an Electronic
Payment Document to be additionally controlled by the
Bank;
- “executed”: to be assigned to an Electronic Payment
Document upon receipt by the Bank of the relevant
correspondent account statement to confirm execution
of such document if the payment has been effected via
a correspondent account, and immediately after the
document was posted to the Bank’s books if the
payment has been executed internally.

5.6. The Bank shall deliver the following types of
Electronic Documents to the Customer via the System:
—account statements in respect of the Customer’s
accounts;

— breakdown of funds received in the Customer’s
accounts (credit settlement documents);

— reference and other information (including reporting
forms for foreign exchange transactions and
documents confirming trade finance operations and
term market deals).

5.7. Information sent by the Bank to the Customer via

10
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Cucteme, cuutaeTcd [JOBeOEHHOW [0 CBEeAeHus
KnueHta no wucteyeHunm OAOHOW Hedenu c Oatbl ee
nepegaun baHkom (HauMHaa co [JHS nepedaun),
He3aBUCMMO OT (QaKTU4eCKOro BOCTMPUSATUS  Takon
nHdopmMaunn KnneHtom.

5.8. Bce  cnpaBoyYHuMKM,  WAGMOHbI  DNEKTPOHHbIX
OOKYMEHTOB, OmEKTPOHHble [OOKYMEHTbl Mocrne Wux
COXpaHeHUsl, a TaKkKe BbIMUCKM MO cyeTaMm W WHasi
nHpopmaums Haxogstcs B LAIM baHka v gocTynHbl
KnveHTty TONbKO BO Bpems npoBeaeHus
aBTOPM30BaHHbIX CeaHCOB cBs3n ¢ baHkom no Cucteme.

5.9. Knuent CaMOCTOATESIbHO ycTaHasnmBaeT
napameTpbl MHGpopmupoBaHma 0 CobbiTuax B Cucteme
B COOTBETCTBUMU n.1.2.13 n n.1.2.14 TllonoxeHus.
WHdopmmpoBaHne o CobbiTusix B Cucteme no3sonsiet
KnneHTy onepaTtMBHO KOHTPONMpOBaTb oOnepaunm B
Cucteme U1, B coOOTBETCTBMM C MN.2.6. [lonoxeHus,
npegnpuHMMaTb  CBOEBPEMEHHble  OeNcTBuMs  Ans
obecneyeHnss 3aWMTbl  OT  HECAHKUMOHUPOBAHHbIX
OENCTBUIA 3MOYMbILUNIEHHUKOB N XULWEHUS OEHEXHbIX
cpencts co CYETOB, a Takke ABNsaeTcs
WMH(POPMALIMOHHBIM CEPBMCOM MO TEKYLLUMM Ornepauusm
KnuneHTa.

6. Mopsiaok nepegaymn KnmeHTom un
npuema BaHKOM 3NEeKTPOHHbIX
AOKYMEHTOB

6.1. Co3gaHHbIn  KnneHToM OnEeKTPOHHbIA  OOKYMEHT
MoxeT OblTb nepegaH KnneHtom B baHk no Cucrteme
KaKk BMeCTe C WHCTPYKLMEN Ha ero UCMOSIHEHWE, TaK U
6e3 Takon UHCTPYKL M.

Mpu nony4yeHnn BaHKOM MHCTPYKUMM Ha
ncrnonHeHne OnNeKTPOHHOro OOKyMeHTa BaHk
OCYLLECTBMSAET MPOBEPKY ONEKTPOHHOrO AOKYMEHTa W
npUHMMaeT €ero K WCMOSIHEHWKO NpU  YCrOBMU
NOMNOXUTENBHOMO pe3ynbTaTta NPOBEPKN.

6.2. PesynbtaTr npoBepkn ONEKTPOHHOrO [OKyMeHTa
cunTaeTCd  MOMOXMUTENbHbIM, €CnNu  ONEKTPOHHbIV
OOKYMEHT OOpMIIeH B COOTBETCTBMM C OENCTBYHOLLNM
3aKoHOAaTeNbCTBOM Po® " TpeboBaHNsMM,
yCTaHOBMEHHbIMU [lonoxeHnem, 3aBepeH Haanexallemn
(Hapgnexawwmmn) SUIM m npowen B baHke npoBepkKy
aurt.

6.3. Nocne npoBepkn baHkom JneKTPOHHOro JOKyMeHTa
Cnctema npucBavBaeT emy CTaTyC «AOCTaBMEH» WM
«OTBEPrHYyT» COOTBETCTBEHHO.

Cratyc kaxgoro OnEeKTPOHHOTO [AOKYMEHTa,
OAHO3HAYHO OTpaXKaloLLMA TEKYLLUA 3Tan ero 0opaboTku
BaHkom, aBTOMaTUYECKU oTcnexusaeTcs
nporpammHbiMu  cpegcteammu LIAIT BaHka BO Bpemsi
ceaHcoB cBA3N, NPOBOAMMbIX KnueHTtom.
CBnaeTenbCTBOM TOMO, UTO ONEKTPOHHbIA [JOKYMEHT
MPUHAT K UCMONMHEHU0 BbaHkom, siBNSIeTCA NpUCBOEHME
emy B Cucteme cratyca «J0CTaBMneH».

the System shall be deemed received by the Customer
upon expiry of one week from and including the date it
was sent by the Bank, irrespective of whether such
information was actually perceived by the Customer or
not.

5.8. All manuals, template Electronic documents,
saved Electronic Documents, account statements and
other information shall be maintained by the CST of the
Bank and shall be accessible to the Customer only
during authorized communications sessions with the
Bank via the System.

5.9. Client independently sets parameters of
informing about Events in the System in compliance
with clauses 1.2.13 and 1.2.14 of the Regulations.
Informing about Events in the System allows Client to
timely control transactions in the System and, in
compliance with clause 2.6 of the Regulations, to take
timely measures to protect against unauthorized
actions of intruders and against funds theft from
accounts, it as well is used as information service for
current transactions of Client.

6. Procedure of Electronic
Documents Transfer by the
Customer and their Receipt by the
Bank

6.1. An Electronic Document created by the Customer
may be transmitted by the Customer to the Bank via
the System either with an attached execution
instruction or without such instruction.

When the Bank has received the instruction to execute
an Electronic Document, the Bank shall verify the
Electronic Document and accept it for execution, given
a positive result of verification.

6.2. The result of verification of an Electronic
Document shall be deemed positive if the Electronic
Document is completed in compliance with
requirements of the effective laws and regulations of
the Russian Federation and requirements of these
Provisions, authenticated with proper EDS(s) and
passed an EDS control at the Bank.

6.3. Once the Bank has verified the Electronic
Document, the System shall assign to it the status of
either “delivered” or “denied” respectively.

The status of each Electronic  Document
unambiguously reflecting the current stage of its
processing by the Bank shall be automatically
monitored by the CST software at the time of
communications sessions performed by the Customer.
The status of “delivered” assigned to the Electronic
Document by the System shall evidence that the
Electronic Document has been accepted by the Bank
for execution.
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6.4. UHdopmauma o6 INEeKTPOHHbIX AOKYMEHTax, He
NPpUHATBIX BaHKOM K WCMOMHEHMIO MO NPUYMHE KX
odhopmMneHus c HapyLleHnem TpeboBaHui
n. 6.2. NonoxeHms unM MO  WHbIM  OCHOBAaHUAM,
pa3MellaeTca baHkom Ha WHTepHeT-cepBepe Cuctemsl
B TeyeHue paboyero AHA (C y4eTOM YCTaHOBIIEHHOMO
pexvma paboTtel baHka), cregyiowero 3a OHEM
MONMyYeHUs1 UHCTPYKLUUM Ha UCMNOMHEHUE NEKTPOHHOrO
OOKYMEHTa, C yKasaHueM npuYmnHbI, MO KOTOPOW
OOKYMEHT HE NPUHAT K UCNOSTHEHWIO.

7. Mopsapok paspeLieHns cnopos

7.1. CTOpoHbl B pabovyem nopsiake YperynupytT Bce
Cropbl, BO3HMKaKOLWNE MeXay HMMKU B xode paboTbl B
Cucteme, 3a UCKMOYEHNEM CMOPOB, YKa3aHHbIX B M. 7.2.
lMNonoxeHus.

7.2.Cnopbl CTOpOH no mnoBogy aBTopcTBa MU
HEeM3MEHHOCTM coAepXaHUsa ONeKTPOHHbIX AOKYMEHTOB
paccmatpuBsatloTcA SkcnepTHON KOMUCCUEN,
dopMypyeMon cTtopoHamu (ganee no TeKCTy —
«Komuceusi»).  Tpouegypa  paccmoTpeHust  cropa
COCTOUT 13 CriegyroLnx 3Tanos:

- NnpeabsiBrieHne npeTeH3unm ogHonm m3 CTOpoH Apyron
CTtopoHe;

- popmupoBaHne Kommccumn ana paccMoTpeHns cnopa;

- pa3speLueHne Komuccmen cnopa no CyLiecTsy.

7.3. MpeTeH3nss  npeabsABNSETCA  COOTBETCTBYIOLLEN
CTopoHON B NMCbMEHHOW hopMe nyTeM ouLManbHOro
BpydyeHuss nog pacnucky apyron CrtopoHe wunu
HanpasneHus No noyte TenerpamMmon NGO 3akasHbIM
NMMCbLMOM C YBEJOMIIEHUEM O BPYYEHUMW.

7.4. Mony4umB npeTeH3uto, cooTBeTcTBylowass CTopoHa
oduumansHO B MUCbMEHHOW opMe UHgopMupyeT
apyryto CTOpoHy O pesynbTatax ee pacCMOTPeHUs B
TeueHne 5 (Matn) paboumx gHen c AaTtbl NOMyyYeHUs
npeTeHs3nn.

7.5. CTopoHa, npeabsiBMBLUAsA NPETEH3UI0, B TeYeHue 5
(MaATn) paboumx OHel nocne nonyvyeHus pesynbTaToB
paccMoTpeHus npeteH3umn ot apyro CTOPOHbI OOIMKHA
paccMOTpeTb npeacTaBneHHble 0ObsACHEHUS n
MUCbMEHHO yBeAOMUTb Apyrylo CTOPOHY O CHATWU
NpeTeH3nun unm o Hecornacum ¢ npeacTaBieHHbIMN
0O bACHEHNAMMN.

7.6. Ecnn CtopoHa He cornacHa c npeacTaBrieHHbIMM
06bsAcHeHnsiMK, CTOpoHbI 06s13aHbl B TeveHne 5 (Matu)
pabounx OHeW C gaTbl yBEOOMIIEHWS O Hecornacum
copmmpoBatb Komwmccuo gnss paccMOTpeHuss U
pa3peLUeHns yka3aHHOro crnopa no CyLlecTBy.

7.7. Jo nepepayn cnopa Ha paccMmoTpeHne Komuccum
CtopoHam cneayeT YyOOCTOBEPUTHCH, YUTO MPUYUHOMN
BO3HWKHOBEHUS Cnopa He SABNAeTCd HapyleHue

6.4. Information on Electronic Documents not accepted
by the Bank for execution because of them being
completed with violations of requirements of clause 6.2
of the Provisions or for other reasons shall be posted
by the Bank to the System’s Internet server during the
next business day (taking into account the established
business hours of the Bank) following the day when the
instruction for execution of this Electronic Document
was received, specifying the reason why the document
was not accepted for execution.

7. Dispute Resolution Procedure

7.1. The Parties shall resolve in course of usual
business relations all disputes arising between them in
the course of the System’s operation, except the
disputes specified in clause 7.2 of the Provisions.

7.2. Disputes between the Parties relating to the
identity of the drafter (authorship) and integrity
(unchanged contents) of Electronic Documents shall be
considered by a Commission of Experts to be formed
by the Parties (hereinafter referred to as the
“Commission”). The dispute resolution procedure shall
include the following stages:

—a claim to be made by one Party against the other
Party;

—a Commission to be formed to consider the dispute;

— resolution of the dispute by the Commission.

7.3. A claim shall be made by the relevant Party in
writing and shall be officially serviced to the other Party
against receipt, or shall be served by mail or telegram
or registered letter with advice of delivery.

7.4. Upon receipt of the claim the relevant Party shall
formally advise the other Party in writing of the results
of its consideration within 5 (five) business days from
the date of receipt of the claim.

7.5. Within 5 (five) business days from the date of
receipt of the consideration results, the claiming Party
shall consider the presented explanations and advise
the other Party in writing that the claim is to be
removed or that it does not accept the presented
explanations.

7.6. If the claiming Party does not accept the presented
explanations, within 5 (five) business days from the
date of the non-acceptance advice the Parties shall
form a Commission to consider and resolve the said
dispute on its merits.

7.7. Before the dispute is referred to the Commission
for consideration, the Parties shall make sure that the
dispute does not relate to violation of integrity of the
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LeNoCTHOCTH nporpaMmMHoOro obecneyeHus,
npousowegwee B pesynbTate cboeB annapartypbl,
BO3OENCTBUSA KOMMbIOTEPHbLIX BMPYCOB, B TOM 4ucCre
nonyyeHHbIx 4epe3 WHTepHeT, n T.n. B atom cnyyae
CTopoHbI pykoBoACTBYHOTCA M. 7.1. [NonoxeHus.

7.8.B coctaB Komwuccum  Bknwoyaetcss  paBHOe
KonuyectBo npeactasutenen bavka n Knnedta. [Mpu
HeobxogmumoctTn B coctaB Komwuccum wmoryT ObIThb
BKIMIOYEHbI HE3aBUCUMbIE 3KCMEPTbl, B YaCTHOCTH,
npeacTaBuMTeNM KomMnaHuu - paspaboTtuvka Cuctembl.
MakcumaneHoe konmyectBo uyneHoB Komwuccunm He
OOMKHO npesbiwaTh 6 (Lectun) yenosek.

7.9. NonHomouna  npegctaButenen  CTOpoH  Ons
yyactuas B Komuccum  OormkHbl  MOATBEpXAaTbCs
0gOpPMIIEHHBbIMU Haanexawum obpasom
JOBEPEHHOCTAMMU.

7.10. 3acepaHne Komuccumn npoBoautcs He nosgHee 2
(OByx) pabounx gHen co aHs ee OPMUPOBaAHMS.

7.11. Mpn paccmoTpeHun crnopa o6 aBTOpcTBE MU
HEeM3MEHHOCTM codepXaHUs OMNEeKTPOHHOro OOKyMeHTa
Komuccusa yctaHaBnmBaeT cnegyowme akTbl:

— npegmeT cnopa CTopoH;

— nepeyeHb SﬂeKTpOHHbIX OOKYyMEHTOB,
OTHOCALLNXCA K NMpeaMeTy cnopa,
— WAEHTUYHOCTb CO3aaHHoro KnneHtom

ONEeKTPOHHOro AOKyMeHTa [OKYMEHTY Ha OymakHOM
HocuTene, pacneyataHHoMmy bBaHKkoM M xpaHumomy B
OoKymeHTax aHA baHka;

— MPUHaAIEeXHOCTb
OoKkymeHTa KnneHry.

Ul  3nekTpoHHoro

7.12. lNpwn paccmoTpeHumn cnopa Komuccus ncnonssyet
crnepywlne gaHHble B KA4eCTBE 3TaNOHHbIX:

— faHHble wumetowleroca B baHke apxmBa
OTNPaBAEHHbIX/NPUHATBLIX ONEKTPOHHbBIX JOKYMEHTOB;

— cepTudmkat(bl) OTKpblTOro knwoya 3L
KnueHTa, nognucaHHbli(ble) KnneHToM u xpaHswumncs
(xpaHswuecs) B baHke (OTanoHHbIN(e) cepTudmkaT(bl)).

7.13. Pa3pelueHne  CMoOpoB  OCYyLWEeCTBAsSeTCA  Ha
OocHOBaHuM pesynbTaTtoB nposepkn JOUIM KnveHta B
CMOPHOM ONEKTPOHHOM JOKYMEHTE.

7.14. Komucenst  ocywlectBnsget CcBOW  paboTy Ha
Tepputopun baHka ¢ MCNONb3oBaHMEM MNEPCOHANbHOMoO
KOMMNbloTepa, CBOOOAHOIO OT BMPYCOB M MPOrpammHbIX
3aKnagok, C YCTaHOBMEHHbIMW Ha HEM STanOHHbIMU
DLL-6ubnmotekammn CK3W, npepoctaBnsembimn OO0
«BUDPUT ».

Komuccuen
npegocTaensaet

7.15. OAnga paccMoTpeHus cnopa
AOMUHUCTpaTOpP LPK BaHka
OTanoHHbIN(e) cepTudmkaT(bl).

7.16. KnueHT gna paccmoTpeHus crnopa Komuccuen
npegoctaBnsieT ceptudukaTt(bl) OTKpbITOro kntoda LI
KnueHTa, XxpaHsawmmncs (xpaHswuecs) y KnueHta.

software caused by a hardware failure, effect of
computer viruses, including those received via the
Internet, and etc. In this case, the Parties shall act
according to clause 7.1 of these Provisions.

7.8. The Commission shall include representatives of
the Bank and those of the Customer in equal
proportion. If necessary, the Commission may include
independent experts, e.g. representing the company,
which developed the System. The maximum number of
members in the Commission shall not exceed 6 (six).

7.9. Due authorization of the Parties’ representatives to
participate in the Commission shall be confirmed by
duly drawn powers of attorney.

7.10. The Commission shall hold its meeting not later
than 2 (two) business days from the date it was
formed.

7.11. In considering a dispute relating to the identity of
the drafter and integrity of the Electronic Document, the
Commission shall establish the following facts:

— subject of the dispute between the Parties;

— list of Electronic Documents relating to the subject of
the dispute;

—whether the Electronic Document created by the
Customer is identical to the paper document printed
out by the Bank and maintained in the Bank’s day file;
—whether the Customer owns the EDS of the
Electronic Document.

7.12. In considering the Dispute, the Commission shall
use the following data as reference data:

— data from the archive of outgoing/incoming Electronic
Documents maintained by the Bank;

— public key certificate(s) of the Customer EDS signed
by the Customer and maintained by the Bank
(Reference Certificate(s)).

7.13. Disputes shall be resolved on the basis of
verification results of the Customer EDS in the disputed
Electronic Document.

7.14. The Commission shall carry out its activities on
the territory of the Bank using a workstation free of
viruses and software bookmarks and with installed
reference DLL-libraries of the DES to be made
available by OOO BIFIT.

7.15. For the dispute to be considered by the
Commission, the KRC Administrator of the Bank shall
make available Reference Certificate(s).

7.16. For the dispute to be considered by the
Commission, the Customer shall provide public key
certificate(s) of the Customer EDS maintained by the
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7.17. Ecnn MHULMATOPOM paccMmoTpeHna  cnopa
apnsetca  Knuent, Komuccmen  yctaHaBnvBaeTcA
aKTyanbHOCTb OTKpPbITbIX Krtoden JUIM KnneHta Ha
MOMEHT nepegayu OneKTpPOHHOro OOKYMEHTa,
saBnsoulerocsi oobektom cnopa. OTkpbIThle Koun ILUI
KnueHta cuuTaloTcs akTyanbHbIMW, €CnM OHU Oblnn
3apermctpupoBaHbl B Katamore OTKpbITbIX KIo4yewh B
coOTBETCTBMM C N. 2.2. [NonoxeHua n gencrsoBanu B
MOMEHT, Korga CnopHbIA ONEKTPOHHbIN OOKYMEHT Obin
nepenaH Knuentom B bBaHk.

7.18. MpyvHUMaa BO  BHUMaHWE  MaTemaTuyeckune
ceonctea anroputma OUI, peanu3oBaHHOro B
COOTBETCTBUM CO CTaHgapTammu Poccuinckon denepaumm
TOCT P 341094 wn TOCT P 34.11-94,
rapaHTUPYIOLLMMN HEBO3MOXXHOCTb MOAAENKN 3HaYeHus
ceptudmumposaHHon QUM  nwobbim  nuuom, He
obnagatowmMm  3akpbiTbiM  KktovoM AL, CTopoHbl
MPU3HAKT, YTO PpacCMOTPEHME crnopa B OTHOLUEHUM
aBTOPCTBA Y HEM3MEHHOCTU COAEPXXaHMs DNEKTPOHHOIO
OOKYMeHTa 3aknovaeTca B OoKasaTenbCcTBe
npuHagnexHoctn U  KOHKpPeTHOro 3neKTPOHHOro
AOKyMeHTa koHkpeTHon CTopoHe.

7.19. PaccmoTpeHune Komuccuen cnopa o6 aBTopcTBe U
HEN3MEHHOCTWN coAepXaHust JNEeKTPOHHOro AOKYMeHTa
npoeoguTcs ¢ ucnosnb3oaHnem APM «OnepaumoHucT»
Cuctemsbl «iBank2».

7.20. B uenax dopmupoBaHusa [MpoTokona npoBepKK
aun AgmuHuctpatop UAIN baHvka B npucyTcTBMM
Komwuccum ocylectenseT crnegytoLlime OENCTBUS:

— BbIBOOAWUT Ha neyaTb cepTudumkat OTKPbITOrO Ktoya
ouUumn KnueHta w3 KaTtanora OTKPbITBIX —KIIHYEN,
ncnonb3dys APM «AgmuHuctpatop» Cuctembl «iBank2»;
— CpaBHMBAET pacrnevyataHHbIn cepTudmrKaT OTKPbLITOro
kntoda OUIM KnneHta n3 Katanora OTKpbITbIX KrOYeEN C
OTanoHHbIM cepTudukaTom, npegocTaBneHHbIM
Komucenn AgmunHuctpatopom LIPK BbaHka, a Takke C
aHanoru4yHbIM cepTudukaTtom, xpaHawmmesa y KnveHTa
1 npeactaBneHHbIM Komuceun KnveHTtom.

3HaveHus OTKPbITOro Kroya aurn KrnneHTa,
cogepxawueca B KaTanore OTKpbITbIX KMOYeEW, B
OTtanoHHOM cepTudukaTe M B xpaHswemcs y Knunenta

cepTudumkate, OOMKHbI coBnacTb. B cnyyae wmx
HecoBNageHUs  BepHbIM  Mpu3HaeTcsa  OTanOHHbIN
cepTudukar;

— ¢ nomouwbto APM «OnepaunoHnUCT» HaxoauT CrOpHBbIi
OOKYMEeHT U1, ucnonb3yd MeHw «[llposeputs 3ILM»,
dopmupyeT pesynbtat nposepku 3L, B KoTOpOM
YKa3blBalTCs naeHTndukaTopsl Krroyen oy,
yyacTBOBaBLUME B MOANMUCU [OOKYMEHTa, aBTOPCTBO
KOTOpPOro ocrnapuBaeTcs;

— BbIBOAMT Ha ne4vatb [IOKYMEHT CO  CMUCKOM
naeHTurKaTopoB nognvcasLumnx ero knoven ILM.

B cnyuyae, ecnu cnopHbii QNEKTPOHHbIN OOKYMEHT Obin
nognucaH Heckonbkumu OUIMN, paHHas npouenypa
NMOBTOPSIETCH NMPUMEHUTENBHO K Kaxkgon JLIM.

7.21. MNMpuHagnexHoctb QUMM KnueHTy u  aBTOpPCTBO

Customer.

7.17. If the Customer has initiated consideration of the
dispute, the Commission shall establish effectiveness
of public keys of the Customer EDS at the time the
Electronic Document subject to dispute was
transmitted. Public keys of the Customer EDS shall be
deemed effective if they were registered with the Public
Key Catalog in accordance with clause 2.2 of these
Provisions and were in force at the time when the
disputed Electronic Document was transmitted by the
Customer to the Bank.

7.18. Taking into account the mathematical properties
of the EDS algorithm implemented in accordance with
the standards of the Russian Federation (GOST R
34.10-94 and GOST R 34.11-94) and ensuring that the
value of certified EDS can not be fraudulently imitated
by any person not possessing the private EDS key, the
Parties recognize that consideration of a dispute
relating to the identity of the drafter and integrity of the
Electronic document shall be limited to proving that
EDS of the given Electronic Document in owned by the
given Party.

7.19. The Commission shall consider a dispute relating
to the identity of the drafter and integrity of an
Electronic Document using the Teller Account of the
iBank2 System.

7.20. In order to draft an EDS Verification Protocol, the
CST Administrator of the Bank shall perform the
following actions in presence of the Commission:

— print out the public key certificate(s) of the Customer
EDS from the Public Key Catalog using the
Administrator Account of the iBank2 System;
—compare the printed copy of the public key
certificate(s) of the Customer EDS with the Reference
Certificate(s) provided to the Commission by the KRC
Administrator of the Bank, and with the identical
certificate maintained by the Customer and made
available to the Commission by the Customer.

The values of the public key of the Customer EDS as
indicated in the Public Key Catalog, the Reference
Certificate and the certificate maintained by the
Customer should match. Where they do not match, the
Reference Certificate shall be recognized as true and
correct;

— find the disputed Electronic Document using a Teller
Account and, using the Verify EDS menu, print to the
screen the result of EDS verification specifying
identifications of EDS keys found in the Electronic
Document with the disputed identity of the drafter;
—print out the Electronic Document with a list of
identifications of EDS keys found in it.

Where the disputed Electronic Document was signed
by more than one EDS, this procedure shall be
repeated for each EDS.

7.21. The Customer’s ownership of the EDS and
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ONEeKTPOHHOro AOKYMEHTa CUYMTaeTCsl YCTaHOBMNEHHbIM,
ecnn  vaeHTUdUKaTopbl  OTKPbITbIX  Kroden  SLIM,
copepxaiymxcs B cnucke naoeHTnnKaTopos,
nognucaswmx [OKyMeHT, U OTanoHHOM cepTudukaTe
coBnagatot, B [lokymeHTe ccpopmmpoBaHa 3anmcb «QLIM
KoppekTHa», u pacnedyataHHbI cepTUdUKaT OTKPbITOro
kntoya AL KnueHta 13 KaTtanora OTKpbITbIX KO4Yen
coBnagaeT ¢ TanoHHbIM CEPTUdUKATOM.

7.22. 3akntodeHne Komnccunmn opopmnsieTcs NMCbMEHHO
B [OBYX 9K3emnnspax — M0 OAHOMY ANS KaXaoun u3
CTOpOH - 1 nognuckiBaeTcst Bcemu YneHammn Kommuceun.

7.23. 3aknoveHmne Komuceun aBnsaeTcs
OKOHYaTernbHbIM, MEPecMoTpy BO BHecyaebHOM nopsake
He noanexut un aABnsetTcsa obsAsaTenbHbiM AN
y4acTBYHOLUUX B paccMoTpeHun cnopa CTOpOH.

7.24. Ecnn CTOpOHbI HE MOryT yperynupoBaTtb Crop B
paboyem nopsake, He cornacHbl C  3akndeHuem
Komuccun, nnn ecnn ogHa n3 CTOPOH YKNOHSiETCA OT
co3gaHusa Komuccum B criydasx, korga B COOTBETCTBUM C
MonoxeHnem Komwuccms pomkHa ObiTb co3daHa,
BO3HUMKLLMIA CMOP nepefaeTcsas Ha pacCMOTpPeHue WU
paspelleHne MO CywecTBy cyay, onpeaeneHHoMy
CropoHamu B [lorosope.

Bce wuHble crnopbl CTOpPOH, CBSA3aHHblE C OOMEHOM
OneKTpOHHbIMM  AokyMeHTamyn no Cucteme, Takke
nepegarwTcsd  Ha  pacCMOTPEHVMEe  yKasaHHOro B
HacTodLeM NyHKTe cyaa.

8. Npouune ycnosus

8.1. MonoxeHWe COCTaBIEHO HA PYCCKOM W aHrMUACKOM
asblkax. [pu 3aTom B crnyyae nboro pasHouTEHUs
NMPEMMYLLECTBEHHYIO CUIMY WMEEeT TEeKCT Ha pPYCCKOM
A3bIKE.

identity of the drafter of an Electronic Document shall
be deemed established where identifications of public
EDS keys contained in the list of identifications found in
the Electronic Document match those found in the
Reference Certificate, the Electronic Document is
marked “EDS correct’, and the certificate of the
Customer’s public EDS key printed out from the Public
Key Catalog matches the Reference Certificate.

7.22. The Commission’s opinion shall be documented
in writing in two duplicates, one for each of the Parties,
to be signed by all members of the Commission.

7.23. The Commission’s opinion shall be final and
binding on all Parties involved in consideration of the
dispute, and shall not be subject to revision under an
extrajudicial procedure.

7.24. Where the Parties failed to resolve the dispute in
course of usual business relations, disagree with the
Commission’s opinion, or if one of the Parties evades
from forming a Commission where such Commission
has to be formed in accordance with these Provisions,
the dispute in question shall be referred to a court
determined by the Parties in the Agreement which shall
consider and resolve the dispute on its merits.

All other disputes between the Parties relating to
Electronic Documents exchange via the System shall
be likewise referred for consideration to the court
specified in this clause.

8. Miscellaneous

8.1. The Regulation is made in Russian and English
languages. In the event of any discrepancies, the
Russian language shall prevail.
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MpunoxeHne Ne 1

Annex No. 1

K MonoxeHuto 06 ncnonb3oBaHun cuctembl «MHTepHeT-baHk
iBank2»

to the Regulation on the Use of the Internet-Bank iBank2
System

AKB «A6contot BaHk» (3A0)

of Commercial bank “Absolut Bank”

CEPTU®UKAT OTKPbLITOIO KNKOYA 3UN KIMUMEHTA
PUBLIC KEY CERTIFICATE OF CUSTOMER EDS
B CUCTEME «UHTepHeT BaHk iBank2»
IN INTERNET BANK IBANK2 SYSTEM
AKB «A6contot BaHk (3A0)
OF ABSOLUT BANK

1. HaumeHoBaHune/ PO KnuneHTta / Business/Full name of Customer

2. MecToHaxoxaeHne/agpec peructpauum no mecty xutenbctBa KnueHta / Location/registered residence
address of Customer

3. ToytoBbIN agpec KnueHta / Postal address of Customer

4. HaumeHoBaHVe JOKYMeHTa O peructpaumu, kem u korga BbigaH / Name of registration document, issuing

authority and date of issue

5. Ten. /| Tel 6. MHH / TIN 7. KON / KPP

8. dakc / Fax 9. E-mail
10. CeeaeHunsa o BnagenbLe oTkpbiToro kntoda SUIM / Details of public EDS key owner

damunus, Nms, OtyecTBO / Full name

[omKHOCTb / Position

[okymeHT, yOOCTOBEPSIOLLNIA TNIMYHOCTb / Personal identification document

, cepus | series , Homep / number

Kem BblOaH / issuing authority

pata Bbigadn / date of issue « »

roga.
11. NMpumevaHus / Comments




AbconoTbaHK o

lpynna Keii-bu-Cv IKBEC

OT1kpbITbIN Kntoy JUIM knueHTa / Public Customer EDS Key
NaeHTndmkatop / Identification
[aTa Havana pgencteus / Start date «__ » 200_ .
[aTa okoH4aHusa gencteus / Termination date «___ » 200_ .
MpencraBneHue oTKpbITOro krtouwa AL B wecTtHaguaTepnyHom Buge / Hex representation of public EDS key:

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

"pynna nognucu / Signature group

CepTtudmkar otkpbitoro kntoda SUI knmeHta B cucteme WMHTepHeT bBadk iBank2 pgenictByer B pamkax
poroBopa Ha obcnyxuBaHne B cucteme WMHTepHeT BaHk iBank2 / This public customer EDS certificate in the
Internet Bank iBank2 System shall be in effect in accordance with Internet Bank iBank2 System Service
Agreement Ne oT 200__r.

JocToBepHOCTb NpUBeAEeHHbIX AaHHbLIX NOATBEpPXAAl0
| confirm that the above data is true and accurate

INnynasa nognuck Bnagensua SUIM / Personal signature of EDS

owner
PykoBoauTens opraHvsaumm YNonHOMOY€eHHbIN NpeacTaBuTens baHka
CEO of Customer Entity Authorized representative of the Bank
OTTUCK Nevatn OTtTtuck nevaTtn baHka
Seal print Bank seal print
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AbconoTbaHK o

pynna Keii-bu-Cu IKBEC

MpunoxeHne Ne 2
Annex No. 2

K MonoxeHunto 06 MCNONb30BaHUN CUCTEMBbI «|/|HTepHeT-58HK

iBank2»

to the Regulation on the Use of the Internet-Bank iBank2

System
AKB «Ab6contot BaHk» (3A0)
of Commercial bank “Absolut Bank”

COIMNMALUEHUE
06 IP domnbTpauun
IP filtration AGREEMENT

« » 200__ ropa

AKUMOHEpPHbIN KOMMepuUeCcKum 6aHK
«A6conioT BaHk» (3akpbIiTOE aKunoHepHoe
obLWwecTBO), MMeHyeMbli B parnbHelwem «bBaHk», B
niue

Commercial bank “Absolut Bank”,
hereinafter referred to as the “Bank”, represented by

, acting on the basis of the Power of

attorney dated «_ » 200__ No.
, AENCTBYIOLLErO Ha OCHOBaHNW LOBEPEHHOCTU , on the one part,
OoT «__ » 200__ ropa Ne , | and
c OofHOM CTOPOHBI,
n

1
(TTonHoe dupmeHHoe HavmeHoBaHue KnueHTa)

1
(Full business name of the Customer)

hereinafter referred to as the “Customer”,

represented by

uMmeHyem B pganbHenwem «KnueHT», B nuue
, acting on the basis of

, OelicTBYHOLLIETO Ha OCHOBaHuM

, on the other part, have hereby entered into this

, C [OpYrol CTOpOHbI, 3aKMo4yuMnM HacTosiiee
cornaweHve (ganee no Tekcty — «CornaweHue») o
HXecnegyoLwem:.

Agreement (hereinafter referred to as the
“Agreement”) as follows:
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AbconoTbaHK o

1.

lpynna Keii-bu-Cv IKBEC

Paspewwuntb KnueHty goctyn k cucteme «MHTepHeT-baHk iBank2» Tonbko co cnegytowmx I[P agpecos:

The Customer shall be allowed to access Internet Bank iBank2 System from the following IP-addresses

only:

Ne n/n /
Item

IP apgpec / IP-address

1.

. Hactosiwiee

CornaweHue pencTByeT B pamkax [AOroBopa Ha
obcnyxuBaHve B cucteme MHTepHeT Bank iBank2
Ne oT 200__ r. (ganee no
Tekcty — [loroBop) v yTpauvMBaeT cuny npwu
3aKM4YeHn HOBOro cornaiwleHns o IP-counbTpaumm
unu pacTtopxxeHun [loroeopa.

cornawieHne CcocTaBfeHo B [ABYX
ak3emnnsipax — No ogHOMy Ansi kaxgow n3 CTOpoH,
N cuutTaetca OENCTBUTENbHBbIM  NPU  HaNU4um
nognucen CTopoH 1 neyatn baHka.

MECTO HAXOXOEHUA U PEKBU3UTDbI
CTOPOH.
PekBu3nTtbl BaHka:
AKLUMOHEPHbIN KoMMmep4deckuii baHk «AbcontoT BaHky
(3aKpbITOE aKLMOHEPHOE OOLLECTRBO).
MecTo HaxoxaeHuna: 127051, r. Mockea, LiBeTHON
6ynbBap, 4. 18.

MecTto HaxoXaeHust dunuana:
(ykasbiBaTb TOMbKO
dunuanam)
Kop. cyerT:
, BUK MNHH 7736046991.

Cuet B ponnapax CLA (USD) - Ne 18301701 with
KBC BANK NV, 1177 Avenue of the Americas, New
York, NY 10036, USA, SWIFT: KREDUS33;

Cuet B EBpo (EUR) - Ne 488591799660 with KBC
BANK NV, B — 1080 Brussels, Belgium, SWIFT:
KREDBEBB.
Absolut  Bank,
ABSLRUMM.

Moscow, Russia; SWIFT:

2. The Agreement shall apply under Internet Bank
iBank2 System Service Agreement No.
dated 200 (hereinafter
referred to as the Service Agreement) and shall
terminate at making a new IP filtration agreement
or at termination the Service Agreement.

3. This Agreement is made in two duplicates, one
for each of the Parties, and shall be deemed valid
if signed by the Parties and sealed with the
Bank’s seal.

ADDRESSES AND DETAILS OF THE PARTIES.

Details of the Bank:
Commercial bank “Absolut Bank”.
Address: 18, Tsvetnoy Boulevard, Moscow 127051.
Branch location address:

(to be filled in by branches only)
Correspondent

account:

, BIC TIN 7736046991.
USD account No. 18301701 with KBC BANK NV,
1177 Avenue of the Americas, New York, NY
10036, USA, SWIFT: KREDUS33;
EURO account No. 488591799660 with KBC BANK

NV, B — 1080 Brussels, Belgium, SWIFT:
KREDBEBB.

Absolut Bank, Moscow, Russia; SWIFT:
ABSLRUMM.

Telephone: . Fax:
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AbconoTbaHK o

pynna Keii-bu-Cu IKBEC

TenedoH: . dakc:

PekBu3nTtbl KnueHra:

HanmeHoBaHwue:

MecTto HaxoXOeHus:
NHH, K, OKIO:
[MnatexHble PEKBU3UTBI:
TenedoH:

Details of the Customer:

Business name:
Registered address:
TIN, KPP, OKPO:

Bank account details:

Telephone:

NnoANnUCU CTOPOH / SIGNATURES OF THE PARTIES
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